LAW ENFORCEMENT TRAINING
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How to set up a Multi-Factor Authentication (MFA)?

Authenticator Application =S — -
a Authenticator Authenticator

[ open ]
*  First, download on your phone an authenticator
application and create an account with either your : ks
personal or professional email address (if you il et B vt
don’t have one already). Ten, 4 partomanceIwovererts. Mok
- : sure you stay updated with the latest ve: preview
* It can be the Microsoft Authenticator or the Preview
Google Authenticator (choose just one of them). Miors Seetity, for Sicwiin i
all your accounts ' * : O
*  Make sure you download it before starting the . T | e—

Google Authenticator your camera

process as it is time-sensitive.

Q
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How to set up a Multi-Factor Authentication (MFA)?

STEP 2 Warning message

\-
~ ’CE POL  Dashboard Mycourses Thematic Areas
7 Lega®

After logging in, on your Dashboard you
will see a short red message regarding the
MFA.

By clicking on 'User preferences' you can

Welcome, test!

You are currently in the grace period, and may not have enough factors set up to log in once the grace period expires. Gcheck your

authentication status and set up more authentication factors. Your grace period expires in 14 days.

aCcess the page Where tO Set |t Up. Did you forget to set up the Multifactor Authenticator (MFA)? Now is the timell!
The red warning message will disappear sy G s e s
from your Dashboard even if you click on e bkt it

the 'User preferences’ link but decide not SO
to proceed with the setup immediately. e

Welcome to LEEd!
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How to set up a Multi-Factor Authentication (MFA)?

Did you forget to set up the Multifactor Authenticator (MFA)? Now is the timelll

Dear LEEd users,

please read carefully the instructions to setup the MFA to have access to LEEd:
[ d
STEP 3 MFA of your choice
You need to in less than 14 days from the day you logged back in.

If you fail to proceed your account will be locked.

Thank you.

Once the red warning message has disappeared,

you will have the below two options to manage Welcome to LEEd!
your MFA:
* Byclicking on the green 'set it up as soon as
possible’ link in the message, OR Profile
Grades Preferences
* By clicking on the little arrow next to your m:; S
Name in the upper right corner to open a drop- Private files cdit profle

down menu -> and then going to Preferences -> Reports
Multi-factor authentication preferences Preferences

Language

Log out




How to set up a Multi-Factor Authentication (MFA)?

Dummy Test CEPOL © message

DC

: CIICk on SEtUp App Available factors
b Utto n Authenticator app

Dummy Test CEPOL © wess:
DC

TOTP authenticator setup




How to set up a Multi-Factor Authentication (MFA)?

Give a device name

Name it in Device label field (e.g.

myPhone)
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Dummy Test CEPOL © e
DC

TOTP authenticator setup
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How to set up a Multi-Factor Authentication (MFA)?

Dummy Test CEPOL © wessage

DC

Scan the QR code TOTP authenticator setup
Use any TOTP authenticator app to get a verification code on your phone even when it Is offli

Scan the QR code appearing on
your screen by using the
authenticator app that you
downloaded on your phone -> How
to scan? See the next slide.
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How to set up a Multi-Factor Authentication (MFA)?

Microsoft Authenticator

Microsoft: How to scan the QR code?

* Open the authenticator application
onh your phone

°* Tap on the +icon
* Select'Other’
* Scan the QR code
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How to set up a Multi-Factor Authentication (MFA)?

; Dummy Test CEPOL © wessage
11:20 DC

= Authenticator

TOTP authenticator setup
Ve rification COde Ezg?al-ri::zj;uyext@cepol.euroA“ s TR s
Enter the 6-digit verification code -

CEPOL - EU Agency for Law E...

fo r C O n fi r m at i O n frO m yo u r a p p boglarka.enyedy.ext@cepol.euro...
115853 &

and click 'Save changes'




How to set up a Multi-Factor Authentication (MFA)?

Dummy Test CEPOL © sesss
3

You are all set up!

Austhenticator app

From now on every time you log
into LEEd, you will only need to
open your Authenticator app and
type in the verification code.
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2-step verification
To keep your account safe, we need to check that this is really

D Veerify it's you by mobile app
Use the authenticator app in your mobile devi
generate a code.

Enter code

:]
=T
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FINAL RECOMMENDATIONS

* Set-up within 14 days

When you enter LEEd for the first time or after a longer period, you need to enable the Multi-
Factor Authentication within the first 14 days (grace period). Otherwise, your account will be
locked.

* 6-digit code changes every 30 seconds

In general, you need to pay attention that the 6-digit code in the phone authenticator changes
every 30 seconds, and after several unsuccessful attempts, by putting passed codes, it can be
blocked again.

Thus, towards the end of these 30 seconds, it is better to wait until a new code appears, so you
have enough time to write it in.
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FINAL RECOMMENDATIONS

Unable to authenticate

We couldn't confirm your identity sufficiently to meet the

e |f your account is locked, you will
see the following error message
once you try to log in.

site authentication security policy.

This may be due to:

e Please contact your res pective 1) Steps being locked - please wait a few minutes and try
National LEEd Manager (NLM) or szl
National Contact Point (NCP) to 2) Steps being failed - please double check the details for
unlock your account.

each step.
3) Steps were skipped - please reload this page or try

* |n case of further technical issues, logging in again.
contact LEEd support.

If you are still unable to log in, or believe you are seeing
this in error, please email:
leed-support@cepol.europa.eu

Contact site support
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We hope we were able to help!
- If you have any questions or need further assistance,

please feel free to contact us:

. LEEd-support@cepol.europa.eu

@ info@cepol.europa.eu

N

-:; www.cepol.europa.eu il‘l X u f



https://www.facebook.com/CEPOLEU
https://www.linkedin.com/company/cepol/
https://x.com/eu_cepol
https://www.youtube.com/user/CEPOLCommunications
mailto:LEEd-support@cepol.europa.eu
mailto:LEEd-support@cepol.europa.eu
mailto:LEEd-support@cepol.europa.eu
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