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Eight themes for research

1. What are we facing?

2. Police in connection with
local-web-world

3. New safety coalitions
4. State of the art technology

and intelligence
Active transparency
Healthy and versatile
Learning organisation
Legitimacy and trust
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Uncover Modus Operandi

3¢,
1. ﬁm ? Steps and skills required to commit crime

mOouUs OPERRAMNDOI

2. Modus operandi knowledge enables timely detection of crime
trends and to develop effective counter strategies

3. But modus operandi knowledge is not always easy to access
and keep updated due to the criminal adaptation pace
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And thus...

1. Can Al offer some support?

2. What is the potential of Al to extract criminal modus operandi
from unstructured open text sources?
3. Use case: court sentence rulings

v" These text sources are a reliable information source including
detailed validated information on the criminal activities in a
given country

v" Alternative to the examination of classified police information
which facilitates cross-country comparisons

— Biased sample
— Not real-time information

4. If this approach works, it could be applied to different
information systems (e.g. police systems)
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Research question & goal

What is the potential of Al methods to extract criminal modus
operandi from unstructured open text sources like law court
sentences?

« How to match modus operandi questions and Al methods in a

meaningful manner?
-
9 led,

 Can a pipeline be developed to
support the development and
updating of a Modus Operandi
database?

 What are the caveats and s e B
opportunities of such an approach? -

Data visusalisation # adiere 3
R
i

|y
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Inspiration

1. Some interesting examples that underline the need for articulation of
the research question before applying Al

2. Most court ruling related examples are on the potential of Al to
support sentencing (e.g. Stobbs et al (2017)) or to predict rulings

(Medvedeva et al (2020)) or to analyse sentencing (Wenger et al
(2021), Soh et al (2019),....)
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Approach

. Complexity of modus operandi demands a careful
articulation of the modus operandi question

2. Unstructured character of law court sentences

Data & Source:

criminal law
court cases in the Netherlands
www.uitspraken.rechtspraak.nl
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de Rechtspraak
Home Onderwerpen Uitspraken en nieuws Registers de Rechtspraak Professionals Contact A Formulieren en inloggen

> Uitspraken en niew

Uitspraken

Een deel van alle rechterlijke uitspraken wordt gepubliceerd op rechtspraak.nl. Dit gebeurt

[verdachte] ,

geboren te [geboorteplaats] op [geboortedag] 1890,
ingeschreven in de Basisregistratie Personen op het adres [BRP-adres verdachte] .

1 Het onderzoek ter terechtzitting

Dit vonnis is op tegenspraak gewezen naar aanleiding van het onderzoek op de terechtzittingen op 3 januari 2019 en 29 maart 2018.

De rechtbank heeft kennisgenomen van de vordering van de officier van justitie, mr. B.Y. de Boer, en van wat verdachte en zijn raadsman, mr. S.1.L. Swart,
naar veren hebben gebracht.

2 Tenlastelegging
Aan verdachte is ten laste gelegd dat

1

hij in of omstreeks de periode van 01 januari 2018 tot en met 18 juli 2018 te Amsterdam, in elk geval in Nederland, meermalen, althans eenmaal, (telkens)
opzettelijk heeft bereid en/of bewerkt en/of verwerkt en/of verkocht en/of afgeleverd en/of verstrekt en/of vervoerd, in elk geval (telkens) opzettelijk
aanwezig heeft gehad een hoeveelheid van een materiaal bevattende cocaine, ziinde (telkens) een middel als bedoeld in de bij de Opiumwet behorende lijst

1, dan wel aangewezen krachtens het vijfde lid van artikel 3a van die wet;

2

hij op of omstreeks 02 oktober 2018 te Amsterdam, in elk geval in Nederland, opzettelijk aanwezig heeft gehad (in totaal ongeveer) 7,01 gram cocaine
en/of 5,24 gram MDMA en/of 33 tabletten MDMA en/of 23,2 gram amfetamine, in elk geval (telkens) een hoeveelheid van een materiaal bevattende cocaine
en/of MDMA en/of amfetamine, in elk geval (telkens) een middel vermeld op de bij de Opiumwet behorende lijst I;

3

hij op of omstreeks 02 oktober 2018 te Amsterdam, in elk geval in Nederland, een goed, te weten een jas van het merk Dolce & Gabanna (met daarin
seizoenskaarten van de voetbalclub Vitesse ten name van [naam] ) heeft verworven, voorhanden gehad en/of avergedragen, terwijl hij ten tijde van de
verwerving of het voorhanden krijgen van dit goed wist, althans redelijkerwijs had moeten vermoeden, dat het een door misdrijf verkregen goed betrof;
artikel 416/417bis Wetboek van Strafrecht

4.

hif nn af nmetraabe N2 Abtnhar 2018 ta althanc in aan nf tawatan



http://www.uitspraken.rechtspraak.nl/

Approach

1. Complexity of modus operandi demands a careful
articulation of the modus operandi question

2. Also the unstructured character of law court sentences

3. Modus operandi types of questions
' Exploration, e.g. create overview of the means / locations

Detection, e.g. recognize specific types of use of
means/locations

- --------- Categorisation, e.g. comparison of / detection of trends in
specific types of means/locations use

June 8th, 2022
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Text mining / Al ?
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Stepwise Approach

1.Exploration

= Open questions to assess potential value of extracted
information

= E.g. Topic modelling or other unsupervised methods

2.Detection

= Detect specific modus operandi characteristics and enrich these
(links)

= E.g. Name-Entity Recognition

--------- 3.Categorisation

= Combine methods of detection and clustering to compare
differences in modus operandi characteristics.

= E.g. Naive Bayesian classifier or other supervised methods
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Findings so far




Al for Exploration

What are the differences of relevant terms in court sentences in

the Netherlands between 2018 and 2019?
1. Scattertext SpaCY
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Al for Exploration

What are different types of rape crimes in the Netherlands?
1. Using pyLDAVvis to visualise created LDA model

Selected Topic: |4 l l Previous Topic ] [ Next Topic ] [ Clear Topic ]

Intertopic Distance Map (via multidimensional scaling)

PC2

PC1

Marginal topic distribution
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A=0 0.0 0.2 0.4 0.6 0.8 1.0

Top-10 Most Relevant Terms for Topic 4 (13.2% of tokens)
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Overall term frequency
I Estimated term frequency within the selected topic

1. saliency(term w) = frequency(w) * [sum_t p(t | w) * log(p(t | w)/p(t))] for topics t; see Chuang et. al (2012)
2. relevance(term w | topic t) = A * p(w | t) + (1 - A) * p(w | t)/p(w); see Sievert & Shirley (2014)

iIne 8th, 2022

) 4



Al for Exploration

Why?

1.
2.
3.

Scattertext SpaCY enables to compare different terms and plot
these in an easy manner

Topic modelling quickly provides insight into the similarities and
differences in the data

These techniques enable analysis of different types of information
sources and across time horizons

How?

1.

B~ wN

Exploration questions should not aim to generate detailed
information for specific modus operandi.

Requires a pre-processed dataset (but not labelled)
Validation requires domain expertise.
Data granularity can influence the results (e.g. topic clusters are

too similar, or too many)
& June 8th, 2022



Al for Detection

Which specific characteristics of modus operandi are present
(and how are they related)?

1. SpaCY Name-Entity Recognition (NER) & displayCy dependency
visualiser willekeurige

politiecontrole

container June 8th, 2022
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Al for Detection

Why?

1.

Application of SpaCY Name-Entity Recognition (NER) enables
detection of specific elements of modus operandi (entities)

2. SpaCY displayCy dependency visualiser enables visualisation of

these entities and their relationships creating extra insights

How?

1.

2.

3.

4.

Pre-trained model was evaluated and optimized for specific domain
usage.

Detection questions should be precise and scoped: validate whether
output is representative.

Requires annotation (potential bias!), training (large datasets) &
validation.

Expert knowledge required.

20
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Al for Categorisation

Trends in the synthetic drugs modus operandi in the

Netherlands in the last 20 years?

1. ldentify relevant categories through exploration: TF-IDF
2. (Re)Train model: CountVectoriser, SMOTE and Multinomial Naive Bayes

Trends of drugs and its ingredients appearing in Dutch court cases

MDMA Methamphetamine Amphetamine
g s
MDMA: pre- and preprecursors Methamphetamine: pre- and Amphetamine: pre- and

preprecursors preprecursors

A K

e /¢ _M_l{:_\_z‘*z: - /\V—l‘*—*—‘-’-‘c
R o o om o 8 88 B 8 8 June 8th, 2022
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Al for Categorisation

Why?

1.

Methods enable identifying differences and similarities between
specific modus operandi characteristics

2. Methods support analyse evolution of specific modus operandi

characteristics over time.

How?

1. Determine specific modus operandi characteristic that yield
different modus operandi

2. These should be significant differences and substantial in the
text

3. Requires large corpus and manual annotation

4. Requires thorough validation process of the trained model

22
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Conclusion & implications

Modus operandi is a broad term that demands careful
application of Al

Proposed stepwise approach
e supports effective use of Al methods

* enables automatic extraction of relevant information from court cases
for modus operandi analysis

But its application in practice requires team work !

Analyst Police experience

Criminology Data science

24
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