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Afghan Customs seized 971 cultural objects at Kabul airport.




Artefacts seized in Romania during Pandora V.




The illicit trade of cultural objects persists,
even thrives, with continuing negative impact. ‘

« We only have approximations of the size of the
trade.

 Dark figure of crime

« Poor understanding how the trade is organized
and operates.



Conclusions and recommendations that simply
repeat those that have been produced before
by other outsourced researchers.

There is, for example, the vexatious claim that the illicit
trade in cultural objects is valued at billions of dollars
annually and ranks with drugs and arms as one of
the three most serious illicit trades. The claim has
been refuted many times, but never seems to go.

Da’esh was said to be making tens or hundreds of
millions of dollars from the trade to bankroll its
activities, and the policy makers were listening. But
again, it has been impossible to verify these figures.

(Brodie, et al. 2022)




What action might be
taken to diminish it ?

* New actions based on a
holistic approach to new
technologies.

* Develop of projects focusing
on new technologies.

* Innovation (not always a
priority) there must be
knowledge transfer between
academia and law
enforcement agencies.




Beyond “Googling”- What can OSINT techniques can
provide us?

« OSINT focused in organised property crimes has been
identified as a prioritised training need in the "European
Union Strategic Training Needs Assessment 2022-2025"

* We need evidences and figures to achieve a real understand
of the problem (as we had seen previously).

 Take advactage of the knowledge of data provided by the
internet thar was unthinkable before.
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Latest investigations Latest resources

This New Tool Lets You Analyse
TikTok Hashtags

May 11,2022

Unravelling the Killing F
of Shireen Abu Akleh

Bellingcat is Banned in Russia.
Here's How to Beat the Block

April 22,2022

"

Examples

How to Archive Telegram Content
to Document Russia’s Invasion of
Ukra...

March 8, 2022

Help Bellingcat Decide Which Open

Source Tools to Build
February 17,2022

Radar Interference Tracker: A New
Open Source Tool to Locate Active
Militar...

February 11,2022

Tracking Russian Military Vehicles
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Examples

Facebook’s “Groups” feature, which allows users to create and control a contained network of individuals
with “shared interests,” has become a facilitator for the expansion of antiquities trafficking networks. The
Groups provide a seamless environment for digital interactions and cross-border networking between
users interested in buying and selling antiquities, allowing them to communicate efficiently and
discretely. The ATHAR Project’s report covers nearly two-years of investigative research and incorporates
a case study on Groups based in Syria.
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A screenshot from a video from a Facebook group devoted to looting and selling antiquities. A narrator speaking Syrian-

accented Arabic describes an elaborate, Roman-era mosaic depicting mythological figures and animals believed to be in
northwestern Syria — a conflict zone where there has been extensive looting of illegally excavated antiquities.

ATHAR FProject/Screenszhof by NPR
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Screenshot of video on Facebook showing an Egyptian sarcophagus with mummy inside for sale. According to the ATHAR

Project, the video is from an area known for extensive antiquities looting. Facebook bans trade in antiquities and human

remains, but relies on user reports to flag suspect items. This post, reported by ATHAR using the Facebook system, was not

deemed to violate Facebook's standards.



Additional

point of view

As a method of adding alternatives when
investigating the trafficking of cultural objects.

Aimed at local agencies or specialised research
groups.

Specific cases.

Research methodology from the ground up to
larger structures.
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Case study:

Next to our Location: Ukraine

borders:

Subject: Looting of historical heritage
using metal detectors




Justification of actions:
- Socially accepted

AppI’OCICh - Exaltation of the historical heritage

- Lax prosecution of crime




Russian invasion favours:

- Economic needs that can be solved by
the sale of looted historical heritage.

Considerations

- Impunity in the looting of historical
pieces and their transfer to Russia before ’

/

accessing the black market.
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Knowledge
of the

environment
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Information
gathering

Good day community ! Point me in the cross ! Thank you !

£% - See original - Rate this translation

7 comments

oY Like (D Comment @~ Share

All comments »

Hukonait Tkauyk
Catholic Kiest of the 17th century. Have one of these in my collection

Like Reply Share See original (Russian) 3d

3 comments




Tapac
g 14 May at 08:31 - Q

CnaBa YkpaiHi , Ha ouiHKY ... [lakyto ApTyp 3a rapHy po6oTy !

ApTtyp MeTanowykayem!
P 11 May at 11:04 - Q

Sources
gathering

Group posts

Intro Group posts

Member of meTanowykayem! since 8
November 2019

Aptyp meTanowykayem!
24 May at 08:50 - @
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Targeting
individuals

Poma & Add Friend [TV

Posts About Friends Photos Videos Check-ins More v

Seller Name : Poma
Seller ID : 9481414

Total items : 101 Selling digging finds (axes, hammers, horseshoes and other metal
objects and parts of them)

Location(s) Korosten
Delivery type ["IN_PERSON']
Rating average @ && Number of five star¥s

Good Attributes:

Antique tablet (bronze, enamelled)
Bad Attributes:

Public Group's member :

Name : TMPOJAM- && Group ID : 11474475

Name : 0O3epHoe && Group ID : 206011

Name : JELWEBIIE Group ID : 65202

Name : JlbBiB.[ . - 1 .06M1H. OnuTyBaHHs.Peknama && Group
ID : 1388174
Name : (npogaxa, nokynka kHur) &% Group ID : 7539433
Name : I . && Group ID : 5116948




Pivoting




Targeting
groups

zeo_digger

@WorldofSerching - Author © Send Message

Hi! Please let us know how we can help.
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"AHTUKBap" - MarasuH
aHTUKBapiaTy i
Antiques shop

Ten.: (0352) 23-59-55; [
info@antykvar.com.ua;
www.antykvar.com.ua

° YkpaiHa, M. TepHonins,
BynbBap LLleeyerka, 25
Ternopil, Ternopil Oblast,
Ukraine 46001 {

@ http://www.antykvar.com.u
al

Weaponry.co

History museum

CTopiHKa NPUBATHOrO OHNanH
Mmy3eio "Weaponry". Ha ui
CTOPIHLI 1IMOHCTPYBaTUMEMO
yHikanbHy 36poio aasHo 3abyTux
yacis Ta KynbTyp.

@ nhttp://weaponry.cof

1l 954 people like this

AHTUKBapPUO - HYMU3MaTUKA,
MOHETbI
Community

«AHTUKBapKWO» - cobupaTenb
opeBHocTel!

o Aamupana Jlasapesa 36
Moscow, Russia

@ https://www.antigario.ruf

OPT

Shopping & retail

Mu kynyemo, npoaaemo Ta
OUHIOEMO MOHETH, BaHKHOTbI,
MONKOBI 3HAaKW, OpAEHU Ta Meaani.
Ten. +38 063 548 97 05 (Viber,
WhatsApp, Telegram)

%, +38063548 9705

1l 225 people like this
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Process
information
and develop
hypotheses ~\ Tabe medal Azovtl
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Thank you for your attention!

Francisco José Rufidn Ferndndez

m Agustin Constante



